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Abstract: Modern CISs are becoming increasingly topologically interconnected and
functionally interdependent. As a result, failure in one system may cause dependent
components in other systems to fail, triggering cascading failures in networked CISs.
Different CISs are heterogeneous in a variety of aspects, such as their topological
characteristics and disaster resistance capacities. For instance, power grids are more
susceptible than water supply systems to overload failure due to flow redistribution
under disaster. Such systemic heterogeneity may significantly influence the failure
propagation process across different CISs. However, despite the increasing volume
of literature that examines failure propagation risks in networked CISs, few studies
have accounted for systemic heterogeneity and its potential effects on cascading
failures. The aim of this study is to assess the significance of such effects using one
typical heterogeneity factor between the power and water supply systems. Firstly, a
representative modeling approach of failure propagation, namely artificial flow
based (AFB) approach, is selected through a thorough literature review. Secondly,
two different artificial flow models (AFM) are developed using the AFB approach.
Both models represent two interdependent, district-scale power and water systems,
and they are distinguished by whether the systemic heterogeneity in susceptibility
to overload damage is modeled by proper parameter settings. Lastly, both models
are subjected to a simulated earthquake scenario, and three metrics are proposed to
assess the overall responses of the two systems. The results from the two models are
compared, which reveals that the magnitude of disaster impact of CISs would be
notably overestimated when the systemic heterogeneity is not taken into
consideration. The practical implications of the results are also discussed in the

paper.

Keywords: Systemic Heterogeneity, Failure Propagation, Networked Critical
Infrastructure Systems, Disaster Impact.

1 INTRODUCTION

Critical infrastructure systems (CISs), such as power and water supply systems, play a
significant role in our daily life (Wang et al., 2013). Modern CISs are becoming more and
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more networked and dependent on each other for proper functioning (Buldyrev et al.,
2010). This has resulted in many bi- or multi-directional dependences, also referred to as
interdependencies, between different CISs. Due to the presence of these
interdependencies between CISs, the failure of a component in one system may cause
failure of components in another system (Zhang et al., 2018). As a result, local failure
may unpredictably propagate throughout the entire system-of-systems and could result
in global failure.

Systemic heterogeneity of interdependent CISs refers to the differences between the
CISs in terms of their physical network features, transported material properties,
operational characteristics and responses to disaster (De et al., 2008; Wang et al., 2019).
Systemic heterogeneity is the main cause of difference in failure propagation
mechanisms among different CISs (Duenas-Osorio et al., 2007). A typical example of
systemic heterogeneity factor is the heterogeneity in system susceptibility to overload
failure. For instance, when disasters happen, compared to the water supply system, the
power grid is more susceptible to component overload failure due to power flow
redistribution (Zuloaga et al., 2019). Overload failure is easier to avoid in the water
supply system because proper technical or managerial measures can be taken in a timely
manner to prevent the amplification of damage in the network. That being said, the
impact of systemic heterogeneity on failure propagation across CISs has not been
adequately recognized and addressed in prior research. While several studies have
pointed out the possible impact of systemic heterogeneity and the need to account for
this impact in the modeling of CISs failure propagation and the estimation of CISs
disaster losses (De et al., 2008), the extent of this impact and its mechanism have largely
remained unknown. CISs are largely considered homogenous in these models with
respect to their disaster response patterns, which inevitably leads to significant
inaccuracies in the simulated failure propagation processes and estimated overall disaster
impacts (Duan et al., 2020).

In this study, one typical systemic heterogeneity factor, namely heterogeneity in
system susceptibility to overload failure, is examined based on a case study. The impact
of this factor on the failure propagation of an interdependent CISs network, which is
comprised of a water supply system and a power supply system and represented using a
widely adopted CISs modeling approach (i.e. artificial flow-based (AFB) network
modeling), is assessed and analyzed. Results from this study are expected to raise the
awareness of drawbacks in current CISs failure propagation models, and serve as a
foundation for the development of more reliable failure propagation modeling
approaches in future research.

2 RELATED WORK
2.1 Network-based Modeling of Interdependent CISs

Interdependent CISs are easily modeled using network-based approaches with nodes and
links representing system components and their connections respectively. Hence, with
the progress made in network science over the years, it has become easier to model
interdependent CISs (Ouyang, 2014).

The network-based modeling approaches can be classified under two main categories.
In the first category, only the topology of the network is modeled. This approach is
known as the topology-based (TB) approach. A typical model based on the TB approach
is the percolation model (Buldyrev et al., 2010). In the second category, both the network
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topology and material flow across system components are modeled. The main approach
under this category is the network flow-based approach (Ouyang, 2014). The typical
models based on the flow-based approach are AFB network model (Wu et al., 2016) and
real flow-based (RFB) network model (Ouyang et al., 2009), which are differentiated
based on whether the model settings adopt real flow attributes of CISs or their proxy
parameters and indices. Typical indices used to represent system flow in AFB models
include betweeness (Wu et al., 2016) and path number (Wang et al., 2018). RFB models
use real flow indices such as water flow rate and current flow rate to analyze the
operation characteristics of systems. A few other network models have also been
proposed in prior research, that integrate other logical algorithms to describe
interactions between network components. Examples include the petri-net (PN) (Ouyang
et al., 2009) and Bayesian network (BN) models (Wang et al., 2018).

2.2 Simulation of Failure Propagation Across Networked CISs

Researchers proposed a few TB approaches to model the mechanism of failure
propagation through CISs networks. One common insight of these approaches is that
failure of a node would lead to the failure of all edges connected to the node, and vice
versa (Buldyrev et al., 2010). Failure will stop propagating when all nodes within a
spanning cluster remain functional under the disaster simulation. Network flow-based
approaches are used to model the functionality of CISs. However, since it is difficult to
precisely model the flow within the CIS (Chowdhury and Zhu, 2019), some flow indices
were introduced. This has led to the development of two variants of the network flow
approach, namely AFB network model (Johansson and Hassel, 2010) and RFB network
model (Ouyang et al., 2009). The failure propagation process of network flow-based
approach can be summarized as a redistribution of flow within a system when a node
fails. Consequently, some other nodes may suffer overload damage if their capacity is
exceeding. This process is repeated iteratively until the actual load at every remaining
node in the network is no larger than its capacity.

Other models, such as agent-based model (ABM), system dynamics (SD) model and
input-output model (IOM), have also been adopted to model failure propagation of CIS-
related systems. However, most of these studies focused on the interactions between
different CISs, or between CISs and economic system or social systems (Thompson et al.,
2019; Bagheri et al., 2007; Rai and Henry, 2016), while paying little attention to modeling
failure propagation across interdependent CISs.

Four criteria, namely effectiveness, complexity, maturity, and replicability, are used
to compare the existing approaches for modeling failure propagation across CISs.
Effectiveness refers to the ability of the modeling approach to accurately model failure
propagation (Duan et al., 2020); Complexity mainly refers to computational complexity
in modeling the failure propagation (Ouyang, 2014; Duan et al., 2020); Maturity refers to
the development level of each approach, which can be measured by the number of
existing publications and applications (Ouyang, 2014; Duan et al., 2020); Replicability
describes the difficulty in replicating an approach based on the descriptions available in
relevant prior publications and accessing relevant empirical data (Ouyang, 2014). The
effectiveness, complexity, maturity and replicability of each modeling approach are
assessed and rated “L” (low), “M” (medium) or “H” (high) based on the rating criteria
proposed in prior research (Ouyang, 2014; Duan et al., 2020). The assessment results are
summarized in Table 1.

Although a bulk of research has been conducted to advance the understanding of the
mechanism of failure propagation across CISs, however, the impact of system
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heterogeneity on this mechanism is still a relatively unexplored topic. Failure to consider
systemic heterogeneity when modeling interdependent CISs would result in inaccuracies
in the simulated disaster response behaviors of the systems. This paper therefore aims to
reveal and assess the importance of systemic heterogeneity when modeling failure
propagation across interdependent CISs.

Table 1: Assessment of approaches for modeling failure propagation across CISs.

Approach Criteria
Effectiveness Complexity Maturity Replicability
TB L L H H
AFB M M H H
RFB H H M L

3 METHODOLOGY

In this study, one typical heterogeneity factor existing between the power and water
supply systems, namely heterogeneity in system susceptibility to overload failure, is
examined for its impact on failure propagation in an interdependent CISs network
comprised of the above two systems. Firstly, a baseline model is built, using a typical and
easily replicable modeling approach, to simulate the failure propagation in the CISs.
Secondly, a modified version of the baseline model is built, by taking into consideration
the systemic heterogeneity factor. Lastly, three impact metrics are introduced to compare
the failure propagation process and outcomes obtained from both models when they are
subjected to a simulated disaster. The above methodology is further explained below.

3.1 Baseline Model

The approach for modeling the baseline model is selected based on the four criteria
described in Section 2.2. Specifically, in the best case the selected approach should be of
high effectiveness, low complexity, high maturity and high replicability. The ratings of
the AFB approach in the four criteria are the closest to the best case among all existing
approaches, with medium effectiveness, medium complexity, high maturity and high
replicability as can be observed in Table 1. Therefore, the AFB approach is selected for
this study. The modeling of CISs using the AFB approach is described in detail below.
The networked power-water supply system can be denoted as S = {S,, Sy},

where S, = (Vp,Ep) and S, = (K, Ey) . The element V,(},) represents the system
nodes and Ej, (E,,) represents the system links. The flow relationship R* between nodes

i and k in each CIS can be expressed as follows:
Rik — {1 if thereis flow from node i to node k )
0 if there isno flow from node i to node k
The interdependencies between power and water supply systems can be described as

unidirectional dependency links between them. Interdependency I;; between node i in
S, and node j in S, can be expressed as follows:

1 if node i (i €V,)is dependent onnodej (j €V,)
I;j =4 0 if there is no relationship between node i (i € Vp) and node j (j €V,,) 2
-1 if nodej (j €V,)is dependent onnode i (i €V,)

Betweenness is a widely used index to represent the flow within a system (Wu et al.,
2016). The betweenness of node t, denoted as BV (t), which is defined as:
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irkirtiet Ik
where g;, denotes the number of shortest paths starting from node i and ending at node

BV(t) = 3)

k, and g, denotes the number of shortest paths from node i to node k and passing
through node t.

The load of node t, denoted as LV (t), can be represented by its betweenness value
BV (t) (Wu et al,, 2016). At the same time, the capacity of node t, denoted as CV(t), is
assumed to be proportional to the initial load BV}, (t) (Wu et al., 2016):

Cv(e) =1 +B)- BV, (t) C))

The model setting of the baseline model, which includes all the parameters
constituting Eq (1)-(4), is designed based on descriptions reported in prior research
(Chowdhury and Zhu, 2019). Failure propagation can be modeled as follows: if actual
load BV (t) of node t exceeds its capacity CV(t), the node will experience overload
damage. Overload damage is possible in both CISs. Failed nodes are automatically
removed from the network and the betweenness value of every remaining node in the
redistributed network is recalculated and updated. The above process is repeated
iteratively until the actual load at every remaining node in the network is no larger than
its capacity. Links are not subject to failure. The tolerance parameter in Eq (4) is set to be
0.02 based on China standard (2009).

3.2 Modified Model

As the second step of the methodology, the baseline model is modified to consider the
systemic heterogeneity factor selected in this study. The heterogeneity factor proposes
that overload damage would not occur to components in the water supply system. This
proposition is explained by the way components in both systems are designed. In power
grids each component has a flow capacity that cannot be exceeded or else the component
would be damaged almost instantly. Power flow redistribution under disaster may cause
the actual flow through certain components to exceed their capacity and hence cause
overload damage of the components. However, in water supply systems, flow rates are
continually adjusted by the pump stations and in case of any disruptions, timely
measures can be taken to avoid overload damage of components.

To incorporate this heterogeneity factor in failure propagation simulation, the
capacity CV(t) of node t should always be larger than its actual load BV (t). Hence, Eq
(4) is modified to be:

(1+B®)-BV(t) ift €V

v = {(1 +B(W)).BV,(t) ift €V, ®)
where B(p) and B(w) are the tolerance parameters of power and water supply system,
respectively. In this modified model, f(w) is set at a large value of 10. This value is
determined after several test simulations, and is chosen to ensure that for every node in
the network its actual artificial flow never exceeds its capacity, such that no overload
damage would occur. All other parameters in the modified model are same as in the
baseline model.

3.3 Impacts Metrics

Three metrics, namely impact on failure scale (Wu et al., 2016), propagation time
(Mao and Li, 2018), and failure order (Chang et al., 2002) are adopted to assess the
impact of the studied heterogeneity factor on the failure propagation in the power-water
CISs.
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Failure scale refers to the number of nodes damaged during the simulated disaster.
The impact of the heterogeneity factor on failure scale, denoted as pq, can be calculated

as follows:
n'-n,

py=| 6)
where n' and ngy are the number of failed nodes of the modified model and baseline
model, respectively and n is the total number of nodes in the network.

Propagation time is measured by the number of propagation steps in the simulation
before the network reaches a post-disaster steady state. Propagation time would attain a
maximum value if a single node fails at every failure propagation step. The impact of
the heterogeneity factor on propagation time, denoted as p,, can be calculated as follows:

b2 = |? @)
where 17 and 7 are the propagation time obtained from the modified model and baseline
model, respectively.

Node failure order refers to the failure propagation step at which the node fails. The
failure order of all nodes in a system can be denoted as a sequence
6 = (01", 0m,*+,0,) (the order of an operational node is 0). Taking 6° =
(010 00,0, Ono) to be the node failure order obtained from the baseline model, the
impact of the heterogeneity factor on failure order, denoted as ps, can be calculated as
follows:

n

(8)

Larger values of pq, p, and p3 indicate larger impacts of the heterogeneity factor on
the failure scale, propagation time and node failure order, respectively.

4 CASE STUDY

4.1 Case Description

A case study of the interdependent water and power supply systems on the Tsinghua
University campus was conducted to illustrate the impact of systemic heterogeneity on
failure propagation across the CISs. The number and location of each CIS’s facilities as
well as the links between them were obtained from available design documents of both
systems. The layout of both systems superimposed over the campus map is illustrated in
Fig. 1. All facilities and major components of the two systems were regarded as nodes,
whilst power cables and water pipes were regarded as links. A total of 86 nodes and 148
links were identified, as summarized in Table 2. Nodes belonging to the power supply
network were labeled nodes 1 through 42, and those belonging to the water supply
system were labeled nodes 43 through 86. In addition, there are two types of
interdependency links in this case, and their layouts are presented in Fig. 2.
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28
30 o

@ The nodes of water supply system % The nodes of power supply system
= The pipes of water supply system . The cables of power supply system

Figure 1: Layout of case systems

Table 2: Summary of facilities and connections in the case systems.

System Facility Link (number)
(acronym and number)
Connectivity within Dependency between
systems systems
Power supply Electric substation - 110kv- Power cable Water pipe (1)
system 10kv (ES,1) (51)
Switching station (SS,12)
End user (EU,29)
Water supply Groundwater well (GW,13) Water pipe Power cable
system Pump station (PS,13) (83)

End user (EU,18)

(13)
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@ The nodes of water supply system Y The nodes of power supply system

——  Dependency cables from power — Dependency pipes from water
supply system supply system

Figure 2: Dependency links of water and power supply system in study case.

4.2 Simulated Disaster Scenario

An earthquake scenario was chosen as external disruption. Peak ground acceleration
(PGA) was the input parameter used to represent the earthquake disaster in simulation.
PGA represents the ground motion induced by the seismic waves. According to the
Seismic Ground Motion Parameters Zonation Map of China (2015), the PGA of Beijing is
0.3g, where g is taken as 10m/s2. It was assumed in the simulation that a node would fail
when the inputted PGA value was larger than the seismic resistance of the component
represented by this node. The seismic resistance of all facilities and major components
(including ES, GW, PS and SS) was obtained from their design documents. Their values
varied between 0.2g and 0.4 g.

5 RESULTS AND DISCUSSIONS

The failure propagation of the power-water CISs was simulated, based on the baseline
model and modified model respectively, using MATLAB. The simulation results are
summarized in Fig. 3. As can be seen in the Fig. 3, the failure propagation patterns in the
two models showed obvious differences. The baseline model propagated four steps to
reach a steady state and a total of 21 nodes were damaged. In the modified model, only
three failure propagation steps were necessary to bring the system to a steady state and
the number of damaged nodes decreased by 10, which was nearly half of that observed in
the baseline model. These results indicated that the impact of the studied systemic
heterogeneity factor was considerable.

472 | Proceedings CIB W78, August 2020 | Sdo Paulo, Brazil



Fei Wang, Joseph Jonathan Magoua and Nan Li

85'! —@&— baseline model | |
4 modified model

w \

(] \

Q80 . .

= \

w 0\

5

= \ *

E751 L . + + + 4

s LY

ks) SN

g0} e 1

= AN

o

o Y

I~

. \.—.—0—1
65 p

60 ‘ . ‘ . ‘ .

0 1 2 3 4 5 6 7
Steps of failure propagation

Figure 3: Failure propagation pattern observed in each model

Based on the simulation results, the failure order of every node in both models are
summarized and presented in Fig. 4.
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Figure 4: Node failure order sequence in each model

It can be observed from Fig. 4 that nodes 12, 14, 17, 29, 30, 34, 44, 46, 51, 58, 64 failed
in both models. Among them, nodes 14, 17, 29, 44, 46, 51, 58 and 64 failed in the first
failure propagation step of both models, whilst nodes 12, 30 and 34 failed due to the
ripple effect of damages incurred from the seismic waves. Specifically, nodes 14, 17 and
29 were switching stations of the power supply system, nodes 44, 46, 58 and 64 were
pump stations and node 51 was a groundwater well. These nodes failed in both models,
which indicated that these components were highly vulnerable to earthquake.

In addition, based on the simulation results, the impact metrics were calculated and
the results are presented in Table 3.

Table 3: Impact assessment results.

Impact on failure scale (p1) Impact on propagation time (p2) Impact on failure order (p3)

0.1163 0.0116 10.4886

Results from Table 3 show that the heterogeneity in system susceptibility to overload
failure had a considerable impact on failure propagation across the power-water supply
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system. In the baseline model, 21 nodes failed, of which seven were from the power
supply system and 14 were from the water supply system. However, when was
heterogeneity factor was considered, only five nodes from the water supply system were
damaged, which indicated that the disaster impact in the baseline model was
overestimated.

Based on the assessment results obtained in this study, it can be reasonably inferred
that systemic heterogeneity has a significant impact on failure propagation across
interdependent CISs. This finding is consistent with the findings reported in related
studies (Buldyrev et al., 2010; Buldyrev et al., 2011; Duan et al., 2019). Among these
studies, a typical example is the work by Buldyrev et al. (Buldyrev et al., 2010), which
simulated failure propagation through two tightly interdependent CISs each modeled
using power-law degree distributions. The conclusions from their work was that the
more heterogeneous the networks, the smaller the damage that can be sustained before
functional integrity is totally compromised. Their results strongly support the conclusion
of this paper, which argues that systemic heterogeneity indeed has an impact on failure
propagation across CISs.

In this study, when systemic heterogeneity was taken into consideration, both power
and water supply systems experienced less damaged nodes than in the baseline model.
Failed nodes in water supply system were all damaged by the seismic waves since no
overload damage could occur. As the number of failed nodes decreased in the water
supply system, the number of damage nodes in power supply system also decreased
because of the interdependency between them. This finding indicates that disaster
impact would be overestimated if systemic heterogeneity were not taken into
consideration, and also that the disaster impact of one system can be controlled by the
state of other systems due to the interdependency existing between them. It is therefore
important to design systems with reliable inner-dependency and interdependency links.

6 CONCLUSION

With rapid urbanization worldwide, modern CISs are becoming increasingly
topologically networked and functionally interdependent. Every CIS has its unique
physical network features, transported materials, operation mechanism and disaster
response patterns, which differentiates it from other CISs. This systemic heterogeneity
between CISs, particularly its impact on failure propagation, has been largely overlooked
in prior research. This study therefore aimed at assessing the impact of systemic
heterogeneity on failure propagation across interdependent CISs, by comparing
simulation results for an AFB model in which a typical heterogeneity factor was
considered, to that from a baseline model in which heterogeneity was not considered.

Results from a power-water CISs case study showed that the impact of systemic
heterogeneity on failure propagation across interdependent CISs should not be
overlooked. More specifically, the results showed that overlooking systemic
heterogeneity could amplify the overall impact of a disaster event on the interdependent
CISs, therefore, systemic heterogeneity should be appropriately incorporated when
modeling failure propagation across CISs. In-depth knowledge on systemic heterogeneity
and how to consider it in the modeling process is imperative to ensure the accuracy and
reliability of models used in assessing disaster response behavior of CISs. Results from
this study not only provided a better understanding of the three studied HFs but also
highlighted the importance of addressing systemic heterogeneity in general when
modelling CISs.
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